Abstract. The paper proposes a method for fraud detection analysis in databases. The main idea of the method is to use fractal analysis of numerical information in databases to identify anomalies caused by substitution or distortion of initial data.In this paper, a criterion based on fractal analysis is used. The results of experiments on simulated data are presented.
Iterated function systems for database analysis
Classiciterated function systems (IFS) algorithm for images searches the best affine transformation from domain to range block for every range block [10] . As a result, an input image is coded by several affine transformations: , c c -are calculated on the average brightness of domain and range blocks. Specificity analysis of numerical and textual data requires adaptation of this approach. The main element for the analysis was selected rows of database tables. First, the source data in the database tables often contain heterogeneous information: text, numbers, images, binary data, etc. In our experiments, only text and numeric information was used, and in the preprocessing phase, the text was converted into numbers in accordance with the character encoding table. As a result of preprocessing, each row of the table was represented as a one-dimensional array of numbers. After that, each line of the database is divided into one-dimensional range and domain areas, and by analogy with the formula (1), self-similar data sections are searched. As a result, at the training stage, we select from the database knowingly genuine and correct rows, and form a set of corresponding transformations. At the stage of recognition of fraudulent records in the database, using sets of received transformations, we find the distance: 
Results and discussion
To test the approach described above, we used test database tables describing pension contributions in the corporate enterprise database.An example of the initial data is shown in Figure 1 . To train the method, 10,000 rows were used from the database.Then, we changed the database, in the first version we added 100 new lines with the correct information, in the second version we added 100 lines with false and fraud information.And counted the distance by formula (2) for both versions.The results of the distribution of distances are shown in Figure 2 . Figure 2 . Distribution of distances, N=1…100 -correct rows, N=101…200 -false rows.
As a result of the experiment, it was found that for 73% of false rows, the distance was significantly larger than the correct ones.In future work planned to find the area of applicability of this approach and to conduct experiments on a large sample of data. 
